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International Security Cooperation to Counter North Korea’s Cryptocurrency Theft
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<Abstract>

In a global environment where virtual assets are increasingly recognized as financial assets, this study analyzes the North
Korean-led theft of virtual assets and its implications for international security. While virtual assets became established
financial instruments offering diverse investment opportunities, their anonymity and decentralized nature also make them
attractive tools for criminals. In particular, North Korea operates state-sponsored hacker groups that conduct cyberattacks
targeting cryptocurrency exchanges worldwide. Notable cases include the 2024 hacking of Japan’s DMM Bitcoin exchange
and the 2025 breach of Bybit, both resulting in the theft of hundreds of millions of dollars worth of cryptocurrency. These
illicit activities are used to finance North Korea’s weapons of mass destruction (WMD) programs, including nuclear and
missile development, and serve as a key method for circumventing international sanctions. In response, countries such as
South Korea, the United States, and Japan have strengthened sanctions against North Korean hacking groups and mixing
services. They are also collaborating with blockchain analytics and private security firms to trace and block illicit fund
flows. North Korea’s virtual asset-based cyberattacks must be viewed not merely as financial crimes but as state-sponsored

strategic threats to global security, necessitating a coordinated international response.
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